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How pharmaceutical companies can use ERM systems to improve 
information management 

Today, even language assistants like Alexa and Siri are becoming the target of data  

privacy topics. The associated challenges are something many companies are already 

very familiar with. For some time they have been working to ensure maximum transparency 

about where and which data they store – and who within their organization uses the 

information and for what purposes. The goal of all these efforts is to adequately  

implement the EU GDPR and identify, define concrete handling for, and protect the  

personal data of EU citizens.

 

Correct Implementation of the GDPR and GMP 

Theoretically, companies in the pharmaceutical and life science industry in particular 

should be among the pioneers in this area. As one of the most strictly regulated indus-

tries, they have a lot of experience in the right way to handle sensitive data. Yet, many are 

still searching for an optimal solution, one that would ensure a GDPR and GMP-compliant 

handling of business process documents. Although processes and records exist, things 

always seem to fall apart when it comes to implementing effective measures. 

This issue can be quickly remedied by using comprehensive and sustainable Enterprise 

Records Management (ERM). As a consistent management system for all regulatory 

measures, ERM creates transparency, e.g. when responsibilities for different regulations 

are segregated internally: For example, quality management is often only responsible for 

compliance with regulations related to drugs, while the HR department is only responsible  

for the secure handling of personal data, without any shared awareness of company- 

wide, consistent evaluation and handling processes for records. 

The Success Criteria for ERM Systems

Having all departments on the same page, however, creates synergies that help meet the 

demands of everyone involved. With the goal of cooperation across departments in mind, 

there are three success criteria that tend to be important when using an ERM system:

BREXIT UPDATE
In March 2018, the MHRA 

released new guidance for the 

pharmaceutical industry on 

how to make submissions to the 

MHRA should the UK leave the 

EU without a deal. Companies 

will be able to send regulatory 

and notification information 

using the MHRA Submissions 

Gateway, which requires  

companies to register first, from 

day one.

FDA WARNING LETTER
A remarkable FDA Warning  

Letter was sent to a Spanish 

manufacturer of antibacterial 

hand sanitizers in February. 

Besides unsigned records  

containing whited-out and  

overwritten entries, the  

inspectors also found several 

deviations from the cGMP 

relating to product stability 

and product release testing. 

The company was placed on 

Import Alert 66-40 in November 

2018, 5 months after the initial 

inspection. 

https://www.gov.uk/guidance/making-submissions-to-the-mhra-in-a-no-deal-scenario
https://www.gov.uk/guidance/making-submissions-to-the-mhra-in-a-no-deal-scenario
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/warning-letters/proandre-sl-567234-02132019
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/warning-letters/proandre-sl-567234-02132019
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1.  Clear definition of the regulatory framework: What needs to be regulated? Which  

legal bases need to be considered?

2.  Clear company guidelines: How will the ERM implementation be realized?  

What is the executive mission of doing so?

3.  Concrete instructions: Which processes, templates and related tools are needed  

to clearly classify data? This applies to data in both electronic and paper form. 

In the end, these and other steps create greater awareness among employees about 

which data is particularly sensitive and relevant and where such data exists within the 

company. The ERM, in turn, provides a technological frame of reference. The implemen-

tation thereof can provide quick results for process transparency and efficiency if the 

following steps are considered. 

At a Glance: How to Ensure Successful ERM Implementation

• Define the regulatory frame: Examine all areas of the company, and all locations, 

using a checklist for relevant business processes. Improve business processes: 

Examine workflows for gaps and redundancies and modify them accordingly.  

It is very important to reassure employees about any uncertainties they may have.

• Manage documents centrally: All documents are available in digital form from a 

central repository. Classify documents: Automatically request the classification of a 

document as soon as it is created and make this a prerequisite for saving. 

• Identify experts: Which staff member enters data that is subject to the regulations? 

Internal regulatory experts, should be “set up” at those locations. 

These and other steps will allow companies in the regulated industry to integrate their  

custom ERM into their daily business, and use it, with relatively minimal effort. What do 

you want to bet this will help answering detailed questions about personal data even 

faster too?

FDA UPDATE
The U.S. FDA has issued a state-

ment on the authority’s efforts 

to build a regulatory framework 

that would form the basis for 

developing a “total product 

lifecycle approach to regulating 

(…) algorithms that use real-world 

data to adapt and improve”. The 

first step towards that approach 

was the publishing of a discussion 

paper that proposes a framework 

for modifications to artificial 

intelligence-based Software as a 

Medical Device.
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Manfred Hörter is a Principal Business Consultant at msg industry  

advisors. He focuses on the fields of regulatory compliance,  

pharmaceutical business process management and company-wide  

digitalization concepts that build on them.

 Please feel free to contact them by e-mail at info@msg-advisors.com or by phone  

at +49 89 961011300

 

You want to learn more about how msg can support you in all questions around compliance? Please visit us 

under www.msg-advisors.com. If you want to subscribe to or unsubscribe from the newsletter, please send an 

email to info@msg-advisors.com. 
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