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Areas of Application and Practical Tips

Whether in banking, trade or logistics: blockchain is considered “the next big thing”. In 

fact, it also makes sense for the healthcare industry to take a closer look at what the new 

technology has to offer and where it could potentially be used in this sector. What aspects 

should companies consider in order to benefit from the use of blockchain? 

 

Maximum Data Transparency 

In simple terms, blockchain works like a digital receipt for transactions between computers.  

The receipt documents every change in detail, but is saved locally and transparently  

distributed among many computers, not just stored at one location. As a result,  

manipulation of the data is unlikely. For instance data can only be manipulated under 

extreme conditions, when an entity holds 50 % or more of the network. And that is  

precisely where the added value of this technology lies: creating transparency where  

trust is not enough. In other words, exactly where strict compliance standards apply and 

the requirement to audit processes. 

Considering the Disadvantages of Decentralization

Consequently, the healthcare industry seems to hold many areas that might be suitable for 

the use of blockchain. The first time companies look into blockchain, however, they often 

ignore one key point, to consider the disadvantages of decentralization as well. There are 

three topics that are particularly relevant in that case: first, since the technology is still in 

the early stage of its development, considerable slow-downs in performance, such as in 

process speed, can be expected. That is because the data that is saved to the blockchain is 

never deleted. Second, the scalability is still pretty poor1, even if theoretical improvements 

already exist2. We solve these challenges, for example, by managing as little data as  

possible on the blockchain. 

Blockchain Best Practice Case: Track & Trace – Innovative Serialization of Drugs

Click here to request.

DATA INTEGRITY FOR  

MANUFACTURING RECORDS
As published via ispe/iSpeak Blog, 

followers of FDA warning letters 

and Form 483s will have noticed a 

significant number of data integrity 

issues around manufacturing 

data. In many cases as a result of 

outdated equipment and practices, 

e.g.: no backup of data from the 

SCADA system; no logs of alarm 

messages; no tracking or trending 

of process alarms. Furthermore, 

standalone manufacturing  

equipment that is not equipped 

with HMI / PLC / SCADA belongs 

to this list as well as lacking audit 

trails. The prior focus for data 

integrity may have been on labora-

tory data, but the outcome above 

shows the importance of data 

integrity in manufacturing.

DIGITAL-CARE-LAW:  

PRESCRIPTION APPS

Apps on prescription. The new law 

for a better supply by digitization and 

innovation (Digitale-Versorgung- 

Gesetz – DVG) enables an interesting 

possibility for online consultation 

hours and access to the secure data 

network of the health care system.

mailto:Julia.Orth%40msg-advisors.com?subject=
https://ispe.org/pharmaceutical-engineering/ispeak/data-integrity-manufacturing-records
https://ispe.org/pharmaceutical-engineering/ispeak/data-integrity-manufacturing-records
https://ispe.org/pharmaceutical-engineering/ispeak/data-integrity-manufacturing-records
https://www.bundesgesundheitsministerium.de/presse/pressemitteilungen/2019/3-quartal/dvg-kabinett.html
https://www.bundesgesundheitsministerium.de/presse/pressemitteilungen/2019/3-quartal/dvg-kabinett.html
https://www.bundesgesundheitsministerium.de/presse/pressemitteilungen/2019/3-quartal/dvg-kabinett.html
https://www.bundesgesundheitsministerium.de/presse/pressemitteilungen/2019/3-quartal/dvg-kabinett.html


COMPLIANCE NEWSLETTER    11/2019

Third, companies should keep the General Data Protection Regulation in mind. What many 

people are not aware of: even if the blockchain does encrypt or pseudonymize personal 

data, that data is still considered personal data. However, decentralization basically means 

that the data is available to all parties (i.e., the full nodes). Some companies advertise that 

patients can use blockchain to “gain control over their data”, as it can be assigned to a 

single person. 

The highly-praised availability of “data security” through blockchain, however, refers to 

data integrity, and not to data security. Furthermore, the right to delete data cannot be 

processed, at least not without losing the advantage of transparency. It is for these reasons 

that personal data cannot be managed on the blockchain. 

Compliance when Using Blockchain 

Thus, optimal applications for blockchain can be found where decentralization results in 

verifiable added value. Yet, that value must be greater than the technological disadvantages 

blockchain currently brings with it. 

In addition, it is also important to keep a continuous eye on basic regulatory conditions, 

especially in the healthcare industry. In regards to databases, conditions that specifically 

come to mind include the GxP regulations pursuant to EudraLex, the GAMP5 guidelines 

for computer system validation (pursuant to EU-GMP Annex 11), as well as the GDPR. 

However, these basic conditions also apply for the database solutions of established or 

older technologies. 

This means, that computer system validation would have to be conducted in order to 

continuously guarantee the aspects of patient security, product quality and data integrity. 

Since data integrity is one of the greatest advantages of decentralization, blockchain does, 

from a GxP perspective, harbor far fewer risks than mere cloud databases.
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GLOBAL PUBLIC MEETING ON 

DRAFT ICH GUIDELINE ON  

CLINICAL TRIALS

The global guidance for the con-

duct of clinical trials is currently 

undergoing a major revision. As 

part of the worldwide consultation 

process, the International Council 

for Harmonisation of Technical 

Requirements for Pharmaceuticals 

for Human Use (ICH) is organizing 

a public meeting to review its draft 

E8 (R1) Guideline ‘General Con-

siderations for Clinical Trials’. The 

meeting will be held in October 31st 

2019 at the FDA headquarter.

THE FUTURE OF PHARMA  

PROCESS DEVELOPMENT &  

MANUFACTURING

This informative technical contri-

bution describes future challenges 

and trends in pharmaceutical 

process development and manufac-

turing. With the ISPE Good Practice 

Guide and the ISPE Product Quality 

Lifecycle Implementation (PQLI), 

two examples of collaborating to 

develop best practices are included.
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