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CLOUD VALIDATION –
MANAGEMENT OF TRUST
The use of cloud services is a worldwide challenge for companies acting in regulated

FDA NEWS

environments. While traditional on-premise solutions convey a sense of control and

An FDA warning letter that was

security, cloud solutions require a lot of trust and give the impression of a loss of

issued to a U.S.-based drug

control. Major administrative and operational tasks are outsourced using cloud-based

manufacturer in November

IT infrastructure (IaaS), platforms (PaaS) or software (SaaS). In a GxP environment in
particular, a lack of collaboration, data integrity and security issues are seen as high
risks and tend to deter companies from using cloud services. Advantages like cost
effectiveness, standardization and flexible data access are not being used as the risks
involved seem to be greater than opportunities offered.

2018 summarizes several GxP
violations regarding laboratory
controls. The manufacturer
allowed OOS results to be
invalidated as “outliers”. The
FDA has now clarified that the
use of outlier testing is not

Is the use of cloud services in a GxP environment a “no-go”?

sufficient to invalidate OOS
results. Furthermore, FDA

No. However, the implementation of cloud services requires a precise definition of

investigators also found several

activities, timelines, roles and responsibilities, rights, facts (service level and costs)

cases of unexplained addi-

and – not to be ignored – trust. There are two key tasks at the beginning of any cloud

tional testing that were marked

service implementation that are essential in meeting these challenging requirements:

as “test1”, “test2”, etc. – a clear

Effective vendor selection and well-thought-out Service Level Agreements.

violation of the ALCOA principle

Vendor Selection and Service Level Agreements
Vendor selection forms the basis for trust-based collaboration and project success.
It is important to ensure that vendors meet important customer requirements and
that close collaboration is possible – on both a technical and a human level. Once a
suitable vendor has been found, the framework for the successful collaboration has
to be defined in a Service Level Agreement. Both the vendor and the customer have
to be aware of their rights and obligations, the service scope must be clear and the
possibilities for mitigating GxP risks have to be taken into consideration when creating
the agreement.

(data must be attributable,
legible, contemporaneous,
original andaccurate).
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Choosing the right vendor and a well-considered Service Level Agreement are essential

PIC/S NEWS

for successful cloud implementation. These two activities mitigate the major risks of a

At the PIC/S Committee meeting

cloud implementation project and are prerequisites for safe cloud operation.

in Chicago it was announced
that the harmonized PI 040-1

New product developments in the technology sector mean increasing challenges for
companies in regulated environments. Nevertheless, there is no need to stay below
ones best – new technologies and regulatory compliance can be reconciled by keeping
an open mind and deploying a solution-focused approach.
There is no need to miss great opportunities!

guide pertaining to the classification of GMP observations will
be published by the end of the
year and will go into effect on
January 1, 2019. It is unclear if
and when the member inspectorates (e.g., FDA, EMA) will
implement the PICS/S guidance.
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BMG NEWS
The German Federal Ministry of Health has drafted a “Greater Medicinal Product Safety” Bill
(GSAV) that is scheduled to go into effect in July 2019. The new bill strengthens the power higher
federal authorities, such as BfArM and PEI, have in drug surveillance. It will allow authorities to
participate in inspections and to initiate product recalls. In addition, information on API
manufacturers for finished medicinal products will be made public. The new bill is a reaction to
the recent Valsartan scandal and the Lunapharm case. It has to pass the Bundestag (German
Parliament) with consent of the Bundesrat (Federal Council of Germany).
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